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1. INTRODUCTION & CONTROLLER DETAILS 

 

Aquilla Nummus Ltd. (hereinafter the "Company", "we", "us", or "our") is a Cyprus 

Investment Firm (CIF), incorporated and registered under the laws of the Republic 

of Cyprus. The Company is licensed and regulated by the Cyprus Securities and 

Exchange Commission (CySEC) under license number no. 345/17 to provide asset 

management services, specifically investment portfolio management and 

ancillary services. 

The Company operates within the European Union and serves international 

clients. We are fully committed to protecting your privacy and processing your 

personal data in compliance with the EU General Data Protection Regulation 

(GDPR) (Regulation (EU) 2016/679) and the applicable Cypriot Data Protection 

Law (Law 125(I)/2018). 

The Board of Directors is responsible for implementing and reviewing this Policy, 

ensuring that the Company safeguards personal data while meeting its 

contractual, regulatory, and legal obligations, including AML/KYC requirements. 

The Board of Directors is responsible for implementing, overseeing, and reviewing 

this Policy, ensuring that the Company safeguards personal data while meeting 

its contractual, regulatory, and legal obligations, including Anti-Money 

Laundering (AML) and Know-Your-Customer (KYC) requirements. This Policy is 

reviewed annually or sooner if required by legal, regulatory, or business updates. 

 

2. PURPOSE 

The purpose of this Policy is to establish clear principles and operational 

procedures for the collection, processing, storage, and protection of personal 

data belonging to clients, prospective clients, and related natural persons. 

The purpose of this Policy is to establish clear principles and procedures for the 

collection, processing, storage, and protection of personal data of clients and 

prospective clients. 
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3. SCOPE 

This Policy applies to: 

• Individuals who are active clients or prospective clients; 

• Authorized representatives, attorneys-in-fact, officers, directors, 

direct/indirect shareholders, or ultimate beneficial owners (UBOs) of 

corporate clients; 

• Individuals who previously maintained a business relationship with the 

Company. 

 

4. COLLECTION OF PERSONAL DATA 

We collect personal data directly from you, your authorized representatives, or 

from lawful third-party and publicly available sources. 

Data collected may include: 

• Identification details: Full name, date and place of birth, nationality, 

gender, and government-issued identification numbers (ID card/passport 

numbers); 

• Contact details: Residential and correspondence address, personal email 

address, and telephone numbers; 

• Tax and financial information: Tax identification number (TIN), country of tax 

residency, source of wealth, income, assets, liabilities, and bank account 

details; 

• Professional information: Employment status, occupation, industry, 

corporate roles, and level of investment knowledge/experience; 

• Regulatory data: Politically Exposed Person (PEP) status, AML/KYC 

verification checks, and CRS/FATCA classification data; 

• Communications and logs: Records of telephone communications, emails, 

orders, transactions, and meetings. 

Categories of Third-Party/Public Sources: Where data is not collected directly from 

you, it is sourced from public registries (such as the Cyprus Department of Registrar 

of Companies and Intellectual Property), commercial risk intelligence and 
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compliance databases (e.g., World-Check or similar sanctions-screening 

platforms), and credit reference agencies. 

Providing personal data is a mandatory statutory and contractual requirement. 

Without this information, the Company cannot perform required regulatory 

checks, establish or maintain a business relationship, or provide investment 

services. 

 

5. USE OF PERSONAL DATA (LAWFUL BASES) 

We process personal data only when a valid lawful basis under Article 6 of the 

GDPR applies: 

• Contractual Obligations: To evaluate applications, establish and maintain 

business relationships, execute client orders, and provide investment and 

ancillary services. 

• Legal and Regulatory Compliance: To meet strict compliance obligations 

under CySEC regulations, the Cyprus AML/CFT Law, tax reporting 

frameworks (CRS/FATCA), and other applicable European and domestic 

legislation. 

• Legitimate Interests: To protect our business operations, manage corporate 

risks, ensure IT infrastructure and data security, prevent financial crime and 

fraud, and establish, pursue, or defend legal claims. 

• Consent: For specific, explicit ancillary purposes not covered by the 

grounds above, such as direct marketing communications. Where 

processing is based on consent, you have the right to withdraw it at any 

time without affecting the lawfulness of processing based on consent 

before its withdrawal. 

 

6. RECIPIENTS OF PERSONAL DATA 

Personal data may be shared with: 

• Regulatory and supervisory authorities (e.g. CySEC, Central Bank of Cyprus); 

• Service providers and suppliers under confidentiality agreements; 
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• Custodians, depositories, and exchanges; 

• External auditors, legal advisers, and consultants; 

• IT, archiving, and records management providers. 

Where transfers outside the EEA are required, appropriate safeguards under 

GDPR will be applied. 

 

7. DECISION-MAKING AND PROFILING 

To comply with our regulatory mandates under MiFID II and applicable AML/CFT 

legislation, the Company utilizes processing and profiling systems. These consist of: 

• MiFID Suitability & Appropriateness Assessments: evaluation of your financial 

knowledge, investment experience, objectives, and financial situation to 

determine whether specific investment services or portfolios are 

appropriate for you. 

• AML Risk Scoring: screening of client data against international sanctions 

lists, PEP lists, and adverse media databases to assign a regulatory risk 

rating. 

Note: While these assessments may restrict or prevent us from offering certain 

services. 

 

8. RECIPIENTS & INTERNATIONAL DATA TRANSFERS 

Personal data may be shared with the following recipients for the purposes 

described above: 

• Regulatory, supervisory, and tax authorities (e.g., CySEC, the Central Bank 

of Cyprus, MOKAS); 

• Service providers, contractors, and suppliers operating under binding 

confidentiality and data processing agreements; 

• Financial institutions, custodians, depositories, brokers, and exchanges 

involved in executing client transactions; 

• External auditors, legal advisors, insurers, and professional consultants; 
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• IT, hosting, archiving, cloud storage, and records management providers. 

Transfers Outside the EEA: If personal data must be transferred to a country 

outside the European Economic Area (EEA) that does not benefit from an 

adequacy decision by the European Commission, the Company ensures that 

appropriate safeguards are implemented, primarily through the execution of 

Standard Contractual Clauses (SCCs) adopted by the European Commission. 

Data subjects may request information or a copy of these safeguards by 

contacting our data protection team. 

 

9. DATA RETENTION 

• Active Relationships: Personal data is retained for the entire duration of the 

business relationship. 

• Post-Termination Statutory Period: Upon the termination of the business 

relationship, core client records, transactions, and AML/KYC 

documentation are retained for a mandatory period of five (5) years to 

comply with CySEC and Cyprus AML/CFT statutory obligations. 

• Extended Legal Hold: Personal data may be retained for up to ten (10) 

years post-termination if strictly necessary for the establishment, exercise, or 

defense of legal claims, in accordance with the Cyprus Limitation of 

Actions Law (Cap. 15). 

• Prospective Clients: Personal data collected from prospective clients who 

do not ultimately onboard is retained for a maximum period of six (6) 

months from the date of last contact, unless a longer period is legally 

justified or consented to. 

 

8. DATA SUBJECT RIGHTS 

Under the GDPR and Cypriot law, you possess the following rights regarding your 

personal data: 

• Access: Request a copy of the personal data we hold about you. 

• Rectification: Request the correction of inaccurate or incomplete personal 

data. 
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• Erasure ("Right to be Forgotten"): Request deletion of data where no 

overriding legal or regulatory ground mandates its processing. 

• Restriction: Request that we limit the processing of your data under specific 

conditions (e.g., if accuracy is contested). 

• Objection: Object to processing based on our legitimate interests or for 

direct marketing. 

• Portability: Request the transfer of your structured, machine-readable data 

to yourself or a third party. 

• Withdrawal of Consent: Revoke marketing or ancillary consent at any time. 

• Complaint: Lodge a complaint regarding our data practices with the 

competent supervisory authority in Cyprus: 

Office of the Commissioner for Personal Data Protection 

1 Iasonos Street, 1082 Nicosia, Cyprus 

Website: www.dataprotection.gov.cy 

To exercise any of your rights, or for any questions regarding this policy, please 

contact our Data Protection Team at: 

• Email: dpo@aquillanummus.com 

• Telephone: +357 22777858 

 

10. GOVERNANCE AND POLICY REVIEW 

Aquilla Nummus Ltd reserves the right to amend this Privacy Policy to reflect 

changing legal, regulatory, or operational requirements. Any substantial revisions 

or material changes to this Policy will be subject to formal review and formal 

approval by the Board of Directors in alignment with the governance principles 

established in Section 1. 

 

10. CONTACTS 

Email: info@aquillanummus.com 

Tel: +357 22777858 

http://www.dataprotection.gov.cy/
mailto:info@aquillanummus.com

